What!Parents & Carers Need to Know about

000
\WHAT ARE
THE RISKS?

BULLYING

Unkind comments or Images which

are purposely almed at an individual

can bo shared freely in o group chat -

alowing and oﬂon encouraging others

to join In the bullying behaviour. If this
Mom is shared In a groyp of their peers

specially a lcrg rou , It serves to
cm ll‘y tho neumom, anxiety
a holcﬂon that tho victim feels.

EXCLUSION AND ISOLATION

This common issue with 9'°',‘€ chctl can &
happen in several ways: stai

group, for lmtunco. but delibera’ oly ucludhg

a certain child. Likewise, the chat may take

place on an app which one child doesn't have
access to, meaning they can’t be involved, A

child can also feel isol when a group chat is
used to discuss or share images from an event
that everyone else but them attended.

INAPPROPRIATE CONTENT

Some discussions in group chats
Include Inur propriate words, swearing and
umuhcblo mogu or videos, These could be
bg your child If they are part of that

p. whether they actively eng In it or not.
umo chat apps have a disappearing message
function, so your child may be unable to report
something they've seen becouse it can only be
viewed once or for a gshort time.
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CONSIDER OTHERS' FEELINGS

Group chats are often an arena for

young people to gain social status. This |
coul cause them to do or say things on
impulse, which could upset others in the
group. Encouro? {our child to consider how
other might feel if thoy on%ogod in thla
bnhuvlour leow child does upsot a member of
thdv roup chat, support them to reach out, show

hy and opolog 50 fov their mistake.

Discuss the Importance of not revealin
identifiable detalle like thelr address, their

school or photos that they wouldn‘t ilke to be
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PRACTISE SAFE SHARING
sharing and who might potentially see lt
seen widely. Remind thorn that once somethin

In any online communication, It's vital lor
is shared in a group, t! lose control of where it

young people to be aware of what they’
may end up and how it might be used.

also leave young people feeling excluded ar
opportunities for inappropriate conton to [Zodmm‘xﬂcmﬂ iewed
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bullied!=las well as prgyldlngf i

It's iImportant to remember that — whils the

content of the chat |s private between those

in the group — individual users can eas

share a message, photo or video with ot

outside of the group or screenshot what's bun
sted. The risk of uomothlng your child
ntended as private public (and

potomk:ly goln vira u if there are

people they don t know wol n the group.
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UNKNOWN MEMBERS

Within larger 'SWE chats, it's more
wi
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‘y_io
lko your ch be communicating

don't roally know. These

frionds of the host, but
not neces friendly toward your child.
It's wise for young people not to share 0
personal details and stay aware that they have |
no control over the messages and images they
share after they've put them online.
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NOTIFICATIONS AND FOMO

A drawback of large tou chats is mc 7
sheer number of not! ns. Every ti o .
someone in the group mouogu, your ehld’a
device will be * p?ngod' with an alert: potentially,
Noi: eoultl'l mocrr\' hundvod:nt'u c‘r’\oﬂﬁcotlom a day,

only is this 5 un

'.V. fear of «3'3& Iatx:t o

eonv.uauon results in ncluuod screen time as
my try to kup up with the chat,
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GINE SUPPORT NOT JUDGEMENT

ur child that they can confide in you If
they feel bullied or excluded in a group chat,
Instead of responding to the person who's upset
them. Validate their hurt feelings and help
to put them back in control by discussing
how they’d like to handle the situation,
On a related note, you could also

empower your child to speak up if they’‘re
In @ chat where others are being picked on,

AVOID INVITING STRANGERS

Sadly, many Individuals online hide thelr

true donmy to ain a child's trust — for
example, to r Inlolrmotlon ontmom,

to excha na rlate content or to coax
them lnln%olng ggfop. they aren‘t comfortable
with. Ensure your chifd understands why they
shouldn't add people they don’t know to a group
chat - and, & ally, to never accept a group
chat Invnutlon from a stranger.

Remind r

BLOCK, REPORT AND LEAVE \

If your child is in a chat where

lnopprolgrinto content is being shared,

advise them to block the users sending

the material, report them to the hoct oﬂ:

or platform and exit the group. if any of this
content could be putting a minor at risk,
contact the police, Emphasise to your child that
it's OK for them to simply leave any group chat
that they don‘t feel comfortable being a part of,

SILENCE NOTIFICATIONS

Having a phone or tablet bombarded with
notifications from a group chat can be a
masﬂ:rolqul't?u?a and dlmrlcctloln _h

es a t's n ate [n the

ovm !xplaln |opp.ur ggld that they

can cu be part of oup chat, but that It
would be healthler lor m to turn off or

mute the notifications and catch up with the
conversation at a time which better sults them.
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